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Cybersecurity operations build-out, incident 
detection and handling, establishment and support 
of Computer Security Incident Response Teams 
(CSIRTs), and cyber capacity enhancement at 
organisational and national levels.

Governments, public and private sector 
organisations.
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Modernization of CSIRTs and SOCs

 CSIRTs and SOCs are increasingly expected to work as 
professional and effective organizations
 which can reflect on own performance and improvement. 

 Such expectation is quite a challenge for many teams 
around the world.

How ISO 27035 would be of help here? 
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Common methodologies used for Infosec Incident Management
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About:

1. Understanding ISO 27035
2. Positioning ISO 27035 at CSIRT/SOC
3. Applicability of ISO 27035: usage, content
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ISO 27035 Information technology —
Information security incident management (IT-ISIM)

 27035-1 Part1: Principles and process / 2023-02 (2nd ed., 33p.)

 27035-2 Part2: Guidelines to plan and prepare for incident response / 2023-02 (2nd ed., 53p.)

 27035-3 Part3: Guidelines for ICT incident response operations / 2020-09 (1st ed., 31p.)

 27035-4 Part4: Coordination / Not released yet (CD stage?, 22p.)

Cost: iso.org: 640 CAD, lsd.lt: 200 CAD
In some country maybe it is free…
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Reason to exist

 To support 27001/27002 by providing more detail InfoSec 
Incident management controls guidance, adjusted to own risk

 The I27035 series is not a comprehensive guide!

Supports 27001 Annex A:
5.24 Infosec incident mng planning and preparation
5.25 Assessment and decision on infosec Events
5.26 Response to infosec incidents
5.27 Learning from infosec incidents
5.28 Collection of evidence
6.8 Information security event reporting
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Application for CSIRT/SOCs:

Internal SOCs, 
CSIRTs, MSSPs

National, 
Sector CSIRTs, 

SOCs, ISACs
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ISO 27035 World

Infosec event - indicates a 
   1) possible breach of infosec or 
   2) failure of controls
Infosec incident – Infosec events with risk of harm an 
organization (assets, operations)

Worldviews

My World

Events, including 
Security Events

Infosec Alerts

Created by detection use-cases logic

Infosec Incidents

Created, by detection 
logic or human triage

Infosec Events

Infosec Incidents

Probably classified by machine or human 

SIEM, SOAR, EDR, MDR, XDR, SOC, CSIRT

Events

Probably created by detection use-cases 
logic
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ISO 27035 Model

 Infosec incident management – handling infosec incidents in consistent way
 Incident handling – 

detecting / reporting / assessing / responding / dealing with / learning from infosec incidents
 Infosec investigation - examinations, analysis and interpretation to understand of an Infosec incident
 incident response – mitigation / resolution infosec incidents, including to protect and restore

 incident management team (IMT), lead by Incident Manager, for all infosec incident 
management activities throughout the incident (handling?) lifecycle (-2: manager should 
be close to CxOs, might handle SOC area)

 incident response team (IRT), lead by Incident Coordinator, for responding to and 
resolving incidents in a coordinated way. Can be a few in a big organization.
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Causes for Infosec Events and Incidents

1. Humans make errors
2. Technology fail
3. Vulnerabilities due to imperfection of controls
4. Risk - assessment: incomplete, - treatment: not cover 

risks; - changes in the context
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Objectives of infosec incident management

1. Infosec events are detected, dealt with, incl. classified as infosec 
incidents

2. Infosec incidents are assessed and responded effectively (process, time)
3. Adverse impact of infosec incidents are minimized by appropriate 

controls as part of incident response
4. Link with crisis management and BCP through an escalation process is 

established. 
5. Infosec vulnerabilities during the incident are assessed / dealt - to 

prevent or reduce incidents.
6. Lessons are learnt quickly from infosec incidents, related vulnerabilities 

and their management. 
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Benefits of structuring Infosec Incident Management

1. Improving overall information security
2. Reducing adverse business consequences
3. Strengthening the focus on information security incident prevention
4. Improving prioritization
5. Supporting evidence collection and investigation
6. Contributing to budget and resource justifications
7. Improving updates to information security risk assessment and treatment 

results
8. Providing enhanced information security awareness and training 

programme material
9. Providing input to the information security policy and related 

documentation reviews
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Incident management structure

 Teams:
 IMT, PoC, Incident coordinator
 Incident response team
 Crisis management team
 Vulnerability management team
 Security monitoring team
 Awareness and training team
 Change management team (?)

?
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Incident classification

Suggested:
 Type of incidents

 General
 Confidentiality
 Integrity
 Availability
 Access control
 Vulnerabilities
 Technical failure

 Attacks
 DoS
 Unauthorized Access
 Malware
 Abuse

 Information gathering
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Summary of my opinion on ISO 27035:

 ISO 27035 is top-down value for ISO 27001-aligned organizations
 ..and most CSIRT/SOCs should implement ISMS for own infosec management

 Standard provides structure, but is a bit short on substance, i.e. it is not 
prescriptive

 Confusion is introduced by implicit gaps:
1. Lifecycle of incident (handling)
2. PoC or ticketing system?
3. Incident management log vs incident register?
4. Incident (Analysis? Investigation?) report vs Event report (“6.4 Is the response 

to this event closed?”)
5. Not clear how vulnerabilities (and threats) are reported (not as Event Report)
6. Detection: as soon as possible, Reporting: without unnecessary delay, Response: 

as soon as possible
7. Detect and alert on anomalous, suspicious, or malicious activities (why not call 

“infosec events”?)

 Could lead to fall from the cliff for juniors (too many “should” to be 
practical):
 The event report should contain [..] all circumstances and facts for 

comprehension of the event – to classify as incident.
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ISO 27035 related standards

 27037 Digital evidence capture

 27038 Digital redaction

 27040 Data storage security

 27041 Incident Investigation method

 27042 Analysis of digital evidence

 27043 Incident investigation principles 
and processes

 27050 Electronic discovery

 30121 Digital forensics risk
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So, which one you choose, when?
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